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Allegro Packets [ Aevounonm e e, it o

i [EOE Miminter @ @ M 1se | a-

@ Dashboard

& Capture all traffic BManual  ?FAQ
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@ L4~ Transport < 1om
& L7 - Application < 5M
i Info
ry—  oeses 1m0 12340 52350 52400 52410 52420
8 wanual Top statistics v
© About i . . pran P . . oo
Top sending IPs during the last minute = Top receiving IPs during the last minute =
25 Q 25 Q
1054.0.14 bits - 1054.015 bits .
1054015 bits z 1054014 bits
20 M| |m68.183.161.145 bit/s. 20 M| m68.183.161.145 bit/s
15M 15m
10m 10m
sm sm
20170509 152330 152340 152350 152400 T52a10 FEETen 2017050915233 152340 152350 52400 52410 FeETEn
Top MACs during the last minute = Top protocols during the last minute =
25 Q 25 Q
00:11:32:21 301 (Synology ncorporated) bt - Unknown bis i
00:11:32:26:15:11 (Synology Incorporatad) bt % ONS bits
20 M| m01:80:c2:00:00:0e (multicast address) bit/s 20 M| @HTTP bit/s
00:0biab:7£63:97 (Advantech Technology (CHINA) Co. Ltd) bits mMONS bits
15 | Mac:1f6b:09:cc:28 (super Micro Computer nc) bius 15 | WNTP bits
10m 1M
sm s
20170505 152330 152340 52350 T52400 T52a10 TS2e20 20170503 152530 152340 T52350 T52a00 2410 T2a%0

5.3 X FEAT A (8] K
HE T RAEAT_E AR — I DML, 3 P LR 74 1 1 SEK 11 49

- V3- [EEE) | M1minute~r | @

Time range statistics All time statistics
Last minute 1 minute LIVE

Last 10 minutes 10 minutes LIVE

Last hour 1 hour LIVE

Last day 1 day LIVE

Last week 1 week LIVE b)

Select range ...
Bridge mode 3.39 Mbit/s (0.34 %)
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Top MAC Hlit: filfn, dnRpEAL I KR ZFEE) i, X RERIff
FEIR I BRIAL ), I HLACHE 00 X B 2 25 X 245 R I E A4

w5 TCP EALR: Xn] IR BOLE, H1a1k H WLAN 2l &
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; Statistics for protocol 'Dropbox
4k
Info Data 31| /WDropbox packets/s &
Name Dropbox . :
- ) o
Description Dropbox is an online file 03:20 09:25 08:30 08:35 08:40 09:45 09:50 08:55 10:00 10:06 10:10
hosting service soM
40 M| |MDropbox bit's
Packets 821.58 k oM
20M
Bytes 900.08 MB TaM
0920 0925 08:30 08:35 09:40 0945 08:50 08:55 10:00 10:05 10:10
Packets/s 0pps
Bit/s 1.36 kbit/s

re  corer [ o o

« | First 1 |of§  Last = 5|10 20
IP: Alternative names Packets - Bytes ~ Graph PCAP
IP, subnet (ex. 10/8 or 1102:0000/32) or name search
10.54.0.106 nb-nina.allegro (DNS name) 453.1 k¥ 4456 MB¥ 501 s
Ninas-MBP (DHCP name) 3685k 1 4s44mBa 30N :’::ﬂ“:‘“
NB-NINA (NetBIOS name) 20M
Apple, Inc. (NIC vendor) M
OS:unknown OS 0920 0925 09:30 0935 0940 0945 0950 0955  10:00  10:05  10:10
162.125.66.6 edge-block- ANT.T ke 4483IMBY 15 &
www.dualstack.dropbox- 1624 k 11.0MBA 1 | Mreceived bit’s
dns.com (DNS name) P | i
di-web.dropbox.com, ... (SSL 4
requested server name) 0920 09:25 09:30 0935 09:40 (0945 0950 O:65  10:00 1005 10:10
*.dl.dropboxusercontent.com
(SSL common name)
Advantech Technology (CHINA)
Co., Ltd. (NIC vendor)
162.125.66.4 edge-block- 449 k¥ 3.0MB+¥ 504 X
client.dualstack.dropbox- 2863k 1 4330MB4 J0M :::5:“‘5
dns.com (DNS name) 20 M
block-edge.dropbox.com (SSL L
requested server name) 0920 0925 0930 0935 09:40 (0945 0950 O0%55  10:00 1005  10:10
*.dropbox.com (SSL common
name)

Advantech Technology (CHINA)
Co., Ltd. (NIC vendor)

fEiX B, 1FHE ML “nb-nina.allegro” A &ik 40 MBit/s )3 2 2E i | Dropbox [#) 1%
M8, XA RE B AT Bm S BOH 7 .

I 1P dhhk, SRR SRR b, R DUETE TCP 58 % M Xt B4R AT
HeFr:
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£ Back to IP statistics

IP statistics for 10.54.0.106 & Live PCAP of 10.54.0.106 T Add Fiter | ? Manual
Bk BOM
5k received packets/s received bit/s
Ak sent packets/s ™ sent bit/s
3k
2k 20M
1k
0 ]
09:20 09:25 08:30 09:35 09:40 09:45 09:50 09:55 10:00 10:05 10:10 09:20 09:25 08:30 09:35 09:40 09:45 09:50 09:55 10:00 10:05 10:10
Overview Protocols Peers Caonnecticns Open TGP server ports TCP statistic HTTP server statistic SSL server statistic RTP statistic
A - |- I MR - | - §
«  First 1 |of313 | Last » 5|10 20
Client Layer 7 TCcP
P = Port Server IP Port Packets Bytes Packets/s Bit/s protocol  retransmissions ~ Graph PCAP
1P, subnet (ex. 10/8 or 02:0000/32), country, dhcp, dns, http or ssl search, complex filtar started with '(
10.54.0.106: 50763 162.125.66.6: 443 1623ké  108MB& 0¢ ObiYs¢ Dropbox 91B(0.2 %) & 15 "~
local address Germany 3175k> 4482MB 03 Obit/s3 (SSL) E.0MB (1.4 %) 10 | Ectent ";‘:,5
(Ninas-MBP) (edge-block- A | coattmbieniee
www.dualstack.dropbox- o
dns.com) 0920 09:30 09:40 09:50 10:00 10:10
10.54.0.106: 50198 91.198.174.208 : 443 56ké  B2MBE 0¢ Obit/s¢ Wikipedia 981KkB(13%) & 1M i
local address Netheriands 27k 196.0kB 03 Obits> (SSU 87808 %) K |
(Ninas-MBP) (upload.wikimedia.org) :’“52:
o
0920 0930 0940 0950 1000 10:10
10.54.0.106: 50813 185.60.216.19 : 443 671& 801.1kB& 0« Obit/s¢ Facebook 26.9kB(3.6%) & 150k i
local address Ireland 5013  51.3kB- 0+ Obit's> (SSU 0B (0.0 %) 100k | et atts
(Ninas-MBP) (scontent-frx5- 50k
1.0 foedn.net) o
09:20 02:30 09:40 09:50 10:00 10:10
10.54.0.106: 49412 172.217.18.14: 443 94ké 120MB& 0¢ Obit/s¢ Google 17.5kB (0.0 %) ¢ 600k rs
local address United States 57ks 511.1kB 0+ Obits3 (SSU 9.2kB (2.2 %) 400 i | [ctont ";‘_f‘;
(Ninas-MBP) (ytimg.l.google.com) 200k b
o
08:20 08:30 02:40 09:50 10: 110
10.54.0.106: 50766 31.13.86.36 : 443 27ké  18MB¢ 0¢ Obit/s¢ Facebook 5.1kB(0.3%)¢ 200k %
local address Ireland 20k 1.2MB 0% Obits> (SSU 6.7 KB (1.7 %) & 150k Felent 5:_:;
(Ninas-MBP) (star- ‘:; i o
mini.c10r.facebook.com)
09:20 08:30 09:40 09:50 0:00 10
R

IRETEEFRARI AT, &7 UER peap #HARER S ELHER

fn] LA FEAL IRBOR A T Allegro FIH20S T 2 18] 2 5 A7 L6 30,

e Z B, RN EIF, K4H 1.4% (448,2MB H11) 6MB) HAL, 12
MBit/s (_bf%) %l Dropbox. AJREILES EATHEES A H 55 T LA TCP Fidati.
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fFF Allegro M£% 5 FZ AT LLPLIE F2 44 HUAS: 25 Profinet 4% 2% 5 & B ] e 2
6.2. %

¥ Allegro %% Jj 1 &8 552 Profinet [58 HHLH 55 (% 118 ] Tap. JHCE
FEARELIG, T3 ARG 23 H B A A 4 I ISR SE IR AT [0 (1Y Profinet Stit-4ide -

BAIA VAL Profinet SET 2% Hh DIMr A iU 7R 28 22 2% Allegro W4 TR, KN
X2 SHOKL) 50 R ARSI EIR o T N 1% 48 2% Tap AR5 7l 5 10 WX 48 3% 4%

BATEWAEH Allegro Hudls (I LSt X ThRE, BIONE SLVFRIUS S E Hda 6

6.3. MR

B, BATE ML Profinet 3284 LK 5 32 B4 B LB 5 U BT 4T Profinet 2
Fro MRS ERATIT Web FHi, R)5 % 21 HFEFF”->“Profinet S5 2.

| Hostrame: 8 loca - Dtk + A EEE mimee- @ @ 0
Profinet statistics ke
Profinet and total traffic Global Profinet RT errors
' P v : : 2
Link receive utilization on layer 1 Glnbai jltter

Q

Y-}

\ Ml 11 11 111 h”“

Bivss - Frames/ is Pcap

me

Top sender Top receiver

R R R R
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ESE T b, SR 7% Profinet (5 MR YE . 7EIX B, Y LAEE K 250 kbit/s
247, G151k, &al PALE 14:11:53 EE?.S@J’E’E%& B LLRIFE R 7 R B
SRR BT IR ERT, A RME CFRMEM R REREZSE—H T8 K
ZIEROE AR FIN, Bl BB,

pcap %4 LB $ 5 Profinet Ao BN & .
RIS A A F1ZIN G SR B R A RE N, 1S RARBORE RVEE, R 5 SR

(A . B0 S B T T P e MR R RO . A B T 380530 55 7 Profinet it
A Profinet )&, 4T T4 Profinet ¥ B I # 47 it

6.4. Profinet X%
FE“Ve 48" IR i i) LA 2 BT Profinet B4 A% U3

RN EEEE, Gl i BON PTG R ES R N R, D BRI AR R
R, AT DAL A A SR A AR e R AT HERY uuir g BCP A
Eiﬁ,ﬁ%\&ﬁjﬁﬁ\MAcﬁzIPf@hﬁﬂ% /fé%ﬁu%

Profinet statistics o

Devices

Tiing EETTENR | ccic | acic m

Alarms  Alarms  PHN-RT PNIO-CM
Address (high) - (low) = errors errors Bytes Frames :  Bit/s Frames/s Graph

&
H
g
H
22
ii
3
~p
3

4%p

o
)
3
2
L -]
e

AN Profinet 14 7k MAC Mk, & 2GS, K S RYE R BT & 11 1P
HEAN Profinet 3 44 F% .

Profinet 4t i1 UL T _F ¥ 24 £ ) WAGO % %% 00:30:de:06:66:a5 il WAGO # %
00:30de:06:66:fa & Hi, Wl &4 N “montagekanuelekappe” .
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I MAC #idik, 0T DAA B RFE Profinet WA MM A IHME R . W&MSIT
SEAMEANE R E. B3h PR AL I ERAMEIR N ECR . peap AL REDS
NZHFE Profinet B B P M N HIR R A 3k .

EERARVIEIR AN TR B % P M ARME it . J50RT H AR o
DALt ] AR R T 17

s it Statistics for Profinet device 00:30:de:06:66:fa bfiits
2 Algrms (1 DCF F D
5 10 20
Destination Frame
Source MAC - MAC [+] Type Bytes Frames Bit's Frames/s Graph PCAP

Clear

5| 10 20

CERE TR R BB A DB P E . AL, WAGO % 00:30:de:06:66:fa
vk 4 N“montagekanuelekappe”, [\ VIPA 1% £ 00:20:d5:01:19:45 & i% TR Jc 2%
LS

T2 5 A PSR AE I 8 IR IS 8] Y0 Bl N A 3R B s DL AT 1 — 2 0 0 /R s A i
pcap f&HIEI AT,

Statistics for Profinet device 28:63:36:f1:e8:43

Destioation  Frame
Seurce MAC.  MAC . Type: Emen. W

Q a
‘,
a
.‘- "

Illfln o Ll mnumhmh]'

7E“Profinet S IR A, (K BIFF A S HEAS I ke R AR B AR £
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a2 e TSR 2 P AE QAT I B S (8 A AT B T SR . R R R LS
XA 2 TR B I () AT B . RAF IS E N NS, IX R BT AT AR AE ()
I BN R E A . MRS S TE ET A I TE] .

BTG SOEWI A, EARME R ERZE R R R W s 7 B M
25 TR A B BT IR A A R A B L A 1 oA Profinet Bt (03 SIE
AR B, K Allegro M8 5 FIZRER B 75— DAL, BHHE PSR IRE &
b o

itbigtec.com | F{EEHEH



g itbigtec

7. WIRHT B

7.1 4

i Allegro M2& /5 HZE, WT LUIRZE 5 i UL peap 4% 205 sh A1 2 AR 5 B AR N 2%
AR IR . SR A LS Allegro N & 1) Webshark 5 Wireshark < 261 T. A%
FA VA LR P I8 1 peap XA

7.2 BIEFFE 1P Bk MAC Hulik i) pcap

JITfT Allegro 2% 73 F 3K L2-L7 73 AR BRAE BEANCRAR T #R A L I peap 4441,
DLARH fag 81 05 2GR B AR Rk 2 Mo B 2R

Bt ZEA AR E 1 1P Huhk, A 22 = B R TR L3 - IP7->“TP S5 2
SRJE, B HERR A/ O IR R AR AR SR B A 1P bkt SRR S SR -

i

o

AR SRy S I 8] [B] BRI, (B EC I 8] 18] B P AR A 280 3

Allegro-unknown-revl o
3.1.0-130-996828ddb3

IP statistics

Counters (combined

m‘ MAC Timing m MTU L4 counters. TCP counters TCP flags TCP Retransmissions TCP zero window Connections VLANS MPLS Interfaces m‘

Alternative names Packets Bytes = Packets/s Bit/s Graph la PCAP

10.54.1.227 05: Linux 92.0k¥ 126.2 MB4 1534 1.7 Mbi Q
cal addre: 583k 5.4 MB 97 ”
e

1258k 113.0MB+ 209+ 1.5 Mbit/s¥ 15 aQ &
1025k 16.5 MB. 1704 220.3 kbit/s on -
-
&

EHOE AR 1P fhl, AT UEE L SR 1P RBEAT R . RIS
SEAE T Rl A% N G IO T T B A R DR 5 . X AT UGB S TP MUt
(B « DNS #FR (B Bl N\ B AR i S48 K 78 o

P Alternative names Packets Bytes -  Packets/s Bit/s Graph & PCAP
Filter expression  (

Possible next inputs: “name”, “ip*, "packets®, “bytes", "pps", "bps", “firsttime", *lasttime", “tcppackets”, "udppackets”, “tcppayload", * . X",
"category”, "vlan®, "mpls”, "outermpls", "innermpls”, "interface", i ions”, “invali ions", ™ i "o i » "ipgroup”, "mtu", “mtuRx", "mtuTx",

e

GRS EHIE IR peap (1955 — Al PR 7 i & 6 Allegro [ fa] L4/ TR LA RE .
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TESE R L B G@ 7> IR . I, TE“TFIR TR B3k 2, VI pT 75 O
KRB (Fln MAC. IP) , #yAHudl, 2R)5 B I aEH 3R 4 .

Capture traffic

LE -
Captures
Mo running captures
Start simple capture
Select capturs flalds: n | othere | L4 port | WeAM | outerviaM | innesVLAM | Group | L7protocol | Country

Interface Time Emit {seconds) Total byte kmit

1P

MAC (Notation: xx:xx:xx:xxixxixx)i

Your corresponding expert filter is:

7.3. WREE

R G, BRoR EE IRBCE TR . FEIX HLAE AT DARR )4 3R A 0T 4R AN
LRI IR], IFE PN peap AR EIE T BREBNE W TH LG R HAEAE T R IE
A& B RGN TR 2 e BN e 0 F H A AR BN Wireshark F14TJF
S AR/ peap SCAF, AT DURE 3R K S B IR D 28 52 IR

Choose capture settings % | &wmanual
Start time: now B
Yesterday Today 1 hour ago 10 min ago Now In 10 min In 1 hour Tomorrow
End time: unlimited &
Yesterday Today 1 hour ago 10 min age MNow In 10 min In 1 hour Unlimited
Capture type: Browser download v Set file name Download as zip archive

Truncate packet Full length v

length:

PCAP compatibility: Omit interface ID

Selected capture duration: unlimited

Q Webshark preview &, Start capture

B ORATAH AR FE A T AR T L A 3R

H.i “Webshark Fil Wi " 75 Allegro ¥ 4% ST H T+ — AN 2 T WX 2% 1) Wireshark &
.
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7.4. IR HRERE

i Fl Allegro M 2% 75 IR Bt (A2 o X, W LUK L 25 (MR & 52 HUA peap X
o BRI X A7 7E Allegro M5 TR USRS R ST &) N HEAT
fif v % b, BUAEABAE SN IE SR I USB A7 fiff Be 4 b o U ] S0 8F USB3.x A PR IE
SSD. tATLMEM U A, (HAR USRS NHE RS, TReaRhk SR A

] DIE B> “f7Af" N BB A KW T Allegro J3 IR B I A 174k e 4 IR
Storage

No storage device active

Format or activate a disk for use as storage device:

SanDisk Ext S5D (removable, USB), 240.1 GB

HMEE SSD 4% #) USB ¥ I, AH M ARBOE . S “Wod " #8H,  DAE AT DUSE T 3%
RPN S R BN E S MIX, W23 &S s B et e
o e, A U DR AT R A RIS DL A5 2 DL A BT SO IR

SIDrage 7 Manual

Active storage device SanDisk Ext SSD (removable, USB)

Tolal space 236.20 GB

Used space 17745 GB

::::: 58,83 GB
& Deact

You can access the external storage also via WebDav: hitps:allegra-mm-d160vwebday. Please check the manual about us:

age
M0 20 0
Name = Si Last Modified PCAP analysis Delete Download
[3 capiure-2018-01-11_10-14-14-UTC_ip_255 255 255 255 peapng 540 8 2018-01-25 11:35:46 ® Analyze PCAP & Delele B Poiioad
[ capiure-2018-01-26_09-04-05-UTC peapag #93.30 M8 ® Analyze PCAP & Delele & Download

DUEAABAE TR BIIRES, WRAEME AL M R HE 2 1, WL ZRE I L S i X
AT AR S > H A G X A ST B B IR R G X 1
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Packet ring buffer

L]
_ This optiorial ring buffer allows retroactive packet extraction and requires. an internal o external storage
CREE IR A chuster ring butfer alsa allows retroactive packet extraction but is made up of one or more fill disks and allows to store paciet data redurdantly,

WAFE BRI X BT RN e W RAFAE % EANTE Z peap,  TIR 22 1 X 54
100% HIfFfiE R & A & .

What size should the packet ring buffer be?

Ring buffer size in MB:

182666

use 25% use 50% use 75% use 100%

AU XA IFIBATR, Bl B X GE T U = oA S G2 i XA
HOLE R, IFHIE 2 BRI E s IR R N B . n] DUN A I A% Rt i Wik
SR RAT AR H X
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Packet ring buffer settings | @ Marual

This optional ring buffer allows retroactive packet extraction and requites an intemal or external storage.
A cluster ring buffer atso allows retroactive packet extraction but is made up of one or more full disks and allows to store packet data redundantiy

Status [ ctive | Suspard packet ring buffer
Timestamp of oldest packet in ring buffer 2021-61-25 12:16:54 {2 minutes age)
Total size of ring buffer 162 61 GB
Used size of ring buffer 10%.05 MB
Overall bytes captured in ring buffer since start 100.96 M8
Q
-
-
Bytes dropped from ring buffer since start oe
=3
Dropped Dyles -
110125 12:18:30 121840 " T v
Bytes discarded due te snapshet length rules since start 0B
a
12 FETY) 121900 FETET)
Data in flight 50k @
o | Htes i -
sk -

1210125 12:10:30 [FRTET 1800

Duebete ring buffes m @ Analyze packst ring buffer & Extract entife packet ring buffer
Packet ring buffer snapshot length filter

Store the number of bytes from each packet in the packet ring buffer according to the fotlowing rules.
The first rule in the list that matches a packet will be applied.

Rule description

AR O X R ST, AT DA T PO UL £ iR, @i
R e B R Tl R P B AR A B R G R (R B L, ARJR Fdy peap #4HL. BE
PR AR ] 5 P52 47 7 7 “ e A R B Tl A ) T M 8 RIS T - B

Choose capture settings % | | &manual

Start time: 2021-01-25 12:16:54 ]

Start time has been adjusted to the packet ring buffer start.

Yesterday Today 1 hour ago 10 min ago Now In 10 min In 1 hour Tomorrow
End time: 2021-01-25 12:19:31 ]
Yesterday Today 1 hour ago 10 min ago Now In 10 min In 1 hour Unlimited
Capture type: Browser download v set file name Download as Zzip archive

Truncate packet Full length v
length:
PCAP compatibility: omit interface ID

Selected capture duration: 2 minutes 37 seconds

Q webshark preview &, start capture
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FE PRI 8] 7 Bl el P IS T (0 PRI, R DU Y ST IS [ 56 b 7 11 B0
TGN ES AN 8] o QR IF G 8] BRI G2 b X TF RIS Ta), DUDRs HL i By TH AR I
A JF RPN o

7.5, BIZ AT SRR AFEIR

AR DME R s 0 g A RIA SO G, I HRe e ek, il 1P sk B2E 7 /= 1)

EEEIEAWE, 1M AEMTEHIT UG IR 0T LLE Web Fti TSRS A4 3R 42 4
EEE A LA AT RS S 3R

(4 &
|7protocol == HTTP && ip == 10.55.1.111

|
0 packets

Capture Settings

FETHOR ] B AR U b, m DU AR IR T I AR Rk 3. 4 R
MR,

b n - MAC ﬂ | outerviam | nervian | Group m rrrrrr
S8 Total byte Bmit
1P:
Layer 4 po
VLAN:
Layer 7 protoc T

2L A DUE B 50 IE S - Bo i A g4 . P i JE 2R #8A] L5 “and” /“&& " B)
“or”/“||"H 5. T R HTHRARIEL
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8. VolIP 4 ¥ F#i

8.1. M

W4, REBAF I HEIERGHET IP &S ... [HFK VolP. HE4R VoIP th/& 4" i
TR A IR 2, {2 VoIP 45 7 ST4E4r [ I I 45 (1) WX 4% 27 22 01 F0 T AR iy
KT H I . W IEH T, VolP IS AL & il ik [F]RF Ak 3 R 55 35 /i e 385
(SR A AF . SIS0, VoIP J& — P S AH SR IE (5 28 8 (Bl angm o 4%
G.711 = 64 Kbps BR* / 87.2 Kbps NEB*) . #Rifi, 55— 5, & HH &R
o 2% B S AR R B AR R 15, RN VoI P 35 AR AE IR AR E IR U E 2k &

e  BR= L4 / NEB = brFRPUK A 5 CHLR])
Allegro M2& 75 F i@ $2 L%} VoIP 15 )41 ) WL DL & i 2 VoIP #ifEHERR Th
RE Sk 25 B X £ 45 B GAAN TR . 487 Allegro P& 73 I # HE4T 1 VoIP Wit A0 40 7 af
LS Hs) A [ R AT o
8.2. &7 SIP 4tit

SIP Statistics g v

SIP, RTP and total traffic SIP call response types

- ¢ (Provisina
AAA i
- r ot 135 “lm H

86 (Gl Fpbass
Q
£ 1
-
2020-04-16 1248

Concurrent calls

RTP overall packet loss

RTP overall jitter

Allegro W24 75 IR H1 (1) VoIP 43 #r A, AT LA Ze g 5 L7 - MR -

> SIP Giit{5 B2 . A SIP it GENG n EEIPR, B ERGH 7. Him
BRI, JHUE B AR EE — BN E NG IR ES . k4 RS
A EOUEERE RN, AR — MR RIG T, XL EERIS M R TR E
DAGIHE R RO ERMESNER . IR IS A 58 SIP {5 4 i b 38 A
[ G TS B o AT LA A BRI ER 7, DUIBOR JE S i [ 0 [ ) A
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8.3. VolP FFERY 43 #r

BENEE ZANRIGR“SIP BEAL”, P R B 25 5 I [A] Vi Rl A A / B80S ) S s 1) Pl A
VoIP FEIN B . 2 AN A Geit (5 B R W] L AL BAT BROEFT IR BRI, JF HoAl
LI R AT HEF

SIP calls
0 - I LI | ich e [ | s | | s | | ey [ Y 2T I
ar
bich
...........
. Cake CHlRIP ColleRIR Estabithed End s

PO AR RS, Bk B REIETE ) WA, REAERE P
N HE 5 500 R S b o 188 SO R ) e A% (B IR AR B 18] AT HER . 7E Allegro
Mg Ry, BREETHTNHERP SRS ESS. fildn, WM 100 8k
1000 2 51 1 VoIP FEIY A, A& UGEAS e S I IE LSO R ... CIRZSAES ! =200)
BiEH. RATCEIRE] T VoIP XA (R UM . A ANFTRES UL, ATy J7 1 &
WEEIHE T 20 =28, BRI R E . B aiker, s T e
7t o XA RZA REL B2 ma ey (151, 1T LATE SIP RNy R i3 R 2 rp 42
AT Bk RS (avgjitter > 20).

s Caller RTP ColbeRTP  inisition - Exablshed End:  Dwton

8.4, HAFRIYHITEARIR &

TER AR R IEIN S5, A RIULMEREL, HE . WS, BAUR AT
“PCAP”. FLIEFRA TN R IIZE G B SEAN S 4240

nnnnnnn

13108720819

Flele e e
I
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BN ORI CREIT 2% A B QAL T SR B s s R A i 5 SO B I B . — T
I, YRR 7R, JHROE T IR, DU R R S R S AR BRI A ifE
eSS, R ARSI M E B, Rt E B o AN S
IS

o

SO VRS S T TP, ST R A P AL L. IR, Allegro M4
J3 R B BB R AR (BB WP U -4 A0 45 SRRk D) I B AT 5 St ] o £
LR 2 B Serp i (e A ge o B R b S rh A 5 B IR . RS2 L
P, S e o (M 380 5 G e e R 9 4% F1 S SE A BC O, o ) S S B ot B4R
PREEF I, A I A R A

8.5. HIFEA. B3 mos

FETTAB e, 5 LU BURSE PR (O . CBREORYD < 5 IRISRAT T T
SESE e PSP T AT S NG P B P T ) S
S b, R4 RS B PERE AR R T FIR 2. 59 MOS () VoIP 5 v 45 51
BRI CRORARISER . JOtS 2 AL IS AT IOUAS o SR E L) A 1
(%) B15 CGRfh) FHFEI RS

FERRAS EIER A AT LS R A 2N B s — 3. S iyl &8 o] I Bon A 5k
(1 A/B 54, RIWEAYE ANgIE

8.6. M H & (dBFS)

S HAK RS TH R E PN 5 B ) RTP &40 S50 PE B . FRATRES 1A
XA RA A, 1R, [KNTE Allegro Packets, AT M 2% TRUM, I HA%
—MNAN—FEETE, BONVR R BB AR 2 8B BRI s m4m P
B, b - EIEHE R EAE o B, IR ATREJ LA S URE LLIX TE RN )
BF. HiE, EAEHRL, B RCEEEEIESTRE. PWsms. e, 15
HIRE. LR KR v e B A & /80 REE51 &R . Kk, SHE
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I Y 40 45 J2 57 A LI A I iU N Bl B R R MR g AR, B LRVE
o ? LEAHIELESR, EFIRAKPES).. EUREKA! ANZM%% . X FF I
& R DU S T I DB S T 0 i BN S ST CREK
AR .

8.7- RTCP k%

THIER,  Allegro M%7 FIRIE 2 MRISE T HLZ A AR RTCP . X2t 7
KRB E RGPS U E R IR, anpa /gaep ] FHL (2850 A
5 22 I3 AR o

RTCP reports

8.8. M SIP. RTP. RTCP $ZEX pcap

TRATTIN 28 55 38 53R T AR B 1 R 2], 7% Wireshark HH4i$JM 2 WEIY 1) SIP A&
FOU S0 RTP 30k 5 8. 455 RAE AP AL FAm SRS R E . AT, 30
T Allegro W45 J5 IR AU A H5 5 . 7E Voip MM TTIH (LUK BRI P40/ B TURD
A Fi, SR B LA TR B, ARSHIATAR G K8 P L
TR T B2 BRI R 80N peap. B &2 R A F Wireshark H 1) SIP i, &2 fE
— ATt € R PCAP FRAS I MY (I AH 5 SIP+RTP+RTCP LLEEAT 5 #A M. R FRfE
Allegro %4 75 & i1t 1 BN, Allegro %6 75 il 2 3 HHAI 54 (15 SLi0 )
BB . B,
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canp T 192160190 16082 U0t 2k L6 W 150 0s 04 GTNPCMulawd v OK Q [ asp
411430850005 495850 dsdcSbaddied3 DESKTGP. " 35554 041 seconds O 0& BIIPCM plawé (200
DESKTOP- IFSCIIR (NeBIOS 135554 135609 I 4 SIP-RTPRTCR
PSR name)
(NeMBIOS name) & hwdo 1
Go to caf cetais & huso2
Zoom | Detass
B capture-2 apng A <
A g ;
a2 e “REB] &
-]+
Tme  Source Destination Protocol  Length Info a
r 10.000 192.165.1.90 192.168.1.70 SIP/SDP 874 Request: INVITE sip:13106799819§192.168.1.70:5070 |
| 2 ©.864 192.168.1.70 192.168.1.98 SIP 398 Status: 108 Trying |
3 4.840 192.168.1.70 192.168.1.98 RTCP 74 Source description
4 4.958 192.168.1.78 192.168.1.98 SIP/SDP B8998 Status: 288 OK E
5 4.868 192.168. ‘ i a a
6 4.970 192.168, B, Seq=61, Time-160
7 4.071 192.168, = B.1.70:5070 |
8 4,079 192,168, Start Time  Stop Time  Initial Speaker From To Protocol Duration Packets State Comments B, Seq-5193, Time=160
9 4.987 192.168, |0000000 1856639 192168.1.50 168.1.70 sip:1 168.1.70 SIP 000018 6 COMPLETED INVITE 200 B, Seq=62, Time=320
10 4.899 192.168, B, Seqs=5194, Time=326
11 4.184 192.168. B, Seq=63, Time=480
12 4.120 192.168. B, Seq=5195, Time=450
13 4.139 192.168. B, Seqs5196, Time=§40
14 4.147 192.168. B, Seqe=64, Time=540
15 4.147 192.168. B, Seq=65, Time=368
16 4.159 192.168. B, Seq=5197, Time-=368
17 4.179 192.168. [ mime of D2y B, Seq-5198, Time=960
18 4.180 192.168. o Caicd | [Prepureriter| [Flowsequnce] | Ploy Streams| | Copy = Help B, Seq=66, Time=96@
19 4.196 192.168. , 5eq=67, Time=1120
20 4.199 192,168 2 - , 5eq=5199, Time=1120
214212 192 165 M Wirsshark. Call Flow - capture-2020-04-16_11-55-52 ip_192.168.1.80 ip_192.168,1.701_protocol SIP_group,default_callid 6sc3906232654085a.. a X R
22 4.219 192.168 , Seqe5200, Time=1288
23 4.230 192.168]  Time 152.168.1.50 e S Comment , SeqeE9, Time=1440
24 4.239 192.168 e , Seqe5201, Time=1440
25 4.251 192.168.  (.000 E SIP INVITE From: sprunknown192.168.1.70 To. , Seq=78, Time=1680
26 4.251 192.168] g4 it 100 Trying - 1P Suams 100 Trying
27 4268 192,188 o S0 200K e i 0 G , Seq=5202, Time=1508
28 4.260 192.168{ R e —
29 4.271 192.168 o7 o b .79 Jackabl, Dhiasoke & e , Seq=71, Time=1760 %
4071 0% e s SIP Request INVITE ACK 200 CSeq:20133
< >
= 40m 16086 feiiinill} 16088 RTP, 739 packets. Duration: 14,7605 SSRC: 019, —
Frame 1: 874 bytes § 1ocs o B SIP Request BYE CSeq:20140
Ethernet II, Sre: HY . = 200 0% S il
Internet Protocol Ve
User Datagram Protod
Session Initiation A
50 3¢ 22 93 9 § ~
03 5c 6e 64 00 @
oL 46 13 ce 13 ¢
20 73 69 70 3a 3| 2rmce(t] Sdendy)
49 31 39 32 2e 3 i
Saveds. | Resst
37 30 20 53 49 5| L i
20 53 49 5@ 2f 37 Ze 30 IT IV WA U 0 IT I 3L SIPTZE OO LY v
7 capture-2020-04-16_11-55-52_jp_192. 168.1.90_p_192. 168. 1.70_|7_protocol_SIP_g... 1.90_16096_ip_192. 168, 1. 70_16056_}4_protocol_LDP_group t_ip (8).pcapnq| Packets: 1549 + : 1549 (100.0%) Profile: it
td 2, tocol, J4_protocal, defaul acket Displa file: Defaul

8.9, iEH VolP HEHEER (MP3)

WA S | [B] S BRI B AR T REAN e I 48 B« (HAE, IR LEREE AR P AN BE
AT B R AR B S k. AEX R E O, Allegro M8 /5 FHRRAE TR
#3451 Audiol 1 Audio2. 7E o1 B EEHERR I Ab B i B AL PR B 15 00 R, BB O
J TARIT AT G Ay BB 7 1) (R R Y &5 400 R #5089 MP3. XA Bl T e B e ) @, I
FRALEAL (Y FERE ) ZE 2 B B A AL AR 78 19 7% & k4 - B BTk,
Allegro M 2% J7 R SCRFANGE 4 H 8 SOIE F AR A 8dR vl o
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