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1.1 @RS

IOTAR— NS RN TTRMERL, BEEMEIRERKMONINE, I0TARI
NRERFNDTBRITE, SIS AW RS AT N EEE |

M £& T2 )M T i{ERProfitap IOTABLE B Wi 7 M ERIER, XRKE
o ALRRITEE S, B IRARERE—TRTREBRAERER,

ZIREWLISBNETRRL, BIUREHITEEDH, TRIIMELER,




1.2 BAHE

BT

Yes

RIBEIEIR

1G: 380 £ 8 ns
100M: 720 £ 24 ns
10M: 7600 = 25 ns

R 51

20 ns

XSPANBIA

Yes

FAIL-SAFE

Yes

THRIERE

3.2 Gbps / 3.2 Mpps

HIFEL S

Yes, 2 Gbps [ 3.2 Mpps

BT e

Yes: 8 ns, NTP synchronized

AF

11B

12 VDC

LR

PoE (management RJ45)

24-48 VDC

PoE (management RJ45)

L —

12W

#Z0

10/100/1000 Ethernet

2xUSB 3.0

HTTPS (server), UPnP/VPN




1.3#0 & LEDIE

IOTA 1G #0

7 89 10 12 3 6.1 5 4
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1,2 Ethernet port A, B

3 START/STOP/RESET#Z$H
4 2 xUSB 3.0 port type A

5 RJ45 &®i%O (PoE)

6.1 12 VDCEERHA

6.2 24-48 VDCERBA 7,
8,9,10, 11,12 &5 LEDs
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2.1 86ZI0TA
JOTA 1G

BEERENEEH AN BAHEANIOTARRI45I OATB, ERA5EUTPE
%, BEATIRERE,

» IR ‘_—LI?'_@%“B%IOTAHT AT RO BEKELZLINEE, BE8E
BEPEEEZEINEG, X—H 3 FRIEEET i B 289 o] B
FEXEE,




I0TA 1G HIZREA B =

MERIELSTILUER Profitap HIRTHBEEHN (BREE; &% ARKB-1U)
LEREAEDR 19" IR L, ERRHOZITIEIBEEEAENRL, RABHBAIOTA
HERRENER LBBERITREEEENE L.,




2.2 REHE

RIBIOTARLS, &ERI12V/2.5AER BRI 24-48VDCimFiR, =4, HolLUES
PoE, BEERKOMRSHE, BINEZERKOMPoEERKRO, UK
e, WREEMT— MK ORETF S TTERH EIRIER TREIETT,

IOTAER Y BiRERFEER, ERRSTLUEEEILEDITRME,

» IR VBT EREE—LNERTM, =StatusflCapture LED
BRI AEEN, RBIOTABL=R T B5FS,

—E L8, RERRERBEMNSKRER, NMBZIRREETRERE,

2.3 BT MZ1EI0TA

%EEM%WEIOTA, BB EIOTANIREIP, BFR0OS, EZERHTTPS
®0O,

TERNURLRIZE: https://x.x.x.x:3000

ZABRT, DHCPERXZBAN, WREELIOTAREIP, BANEEIPZ
169.254.1.1

WRERE, BERUTEIE:
ZiAusername: admin
FiApassword: admin



» R WRZNEEEERYour connection is not private'Z
&, iERE/EENadvanced > proceed to... MitFEAZIOTARE

A

Your connection is not private

n from 014717168 (for oxams




2.4 |OTAECE
System TimeZEZH/d]

NTPRRSSEVAE A : WRIOTABEEKMIEAN, WAREZF/IMIKE, RENEH
EIYES )RR

ARENETAT:

o MANRMERE,

o WO, DARERL RSO ERLITEss,

BB REFEEHENHRRE S EEXN,




System Network ZZ P&

SMBIOTARE/EEUENBIANEIRE, WIP, #i3, WX, DNSHEHZ,

Access / Internal Firewallir/al/AEB5r X 1

BT IRk B A= P im(LANFM)F0/20Ei2E Fim(WAN, ZeroTier) 89318,
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zeroller

ZeroTierigit 7 —MERENAR, BEIP2P VPNIZiEH RS, HESNE
LFTEBENNLE, (ELER: www.zerotier.com)

Activate Deactivate

System Control & Logs

& 'Restart’ 2§ 'Shutdown' IRHR] E/ZE X AEBIIOTA,

#'System Logs' 3'Application Logs' ##Hl TH AR BENNBEFEE,

£ Restart ® shutdown

& System Logs < Application Logs




System Updates

IOTA Settings > System Updates REIRM 7 X FHANOTARMIRAS, S&HTTIFH
IRAFEHREEER, WRIOTARBEILBEERW, WaBiiKEGHNEHMRAS
MEEAE, FiEd 'Update' IRAEFIOTARY, MRIRETEHIDEEMN, o
PATEEIBIOTARE, FHiBid'Select a file' IRHEITEH,
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RIS

3.1 CAPTURE CONTROL#ZHEH

Capture > Capture Contro/RHEE A 7 HKREN N HIRMEHTRS AL,
LRHRETH, RESENEEENEIERTHTERS, WREHRRAAINEETD
JBR T 'Keep Files' £, HRMRERSREEHE L, S30M 3L S/
K/NKZIAGBEY, & B BIEFTHISEF,

» IR BRXHEBESMONRS|, WRERT keep file' IR,

WETLAMMERE DO RTENRERN G, SBOREXY, SETEEH
B, WRZEAT 'keep file' &, WIERERETRSIEE, KAk
RIRIGIRERE,

Indexingi&ETRE X T EE PR I HIRNBIBNEIEENRS|, SRR
IOTAIR & L EFENEIEZE, WREEConfiguration > Data SourcesHigE 7
HtHER, WoLUERXLEEIRR,

IndexFIEIE X T RN WARFEIM MRS P, ERMEIEELELF

AR, FFEDEFEE T NEMFBAEZIE (LA 'profisight' Frk)
— NESI,
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Close Apply

© Stail Capluring Session | 0 Stop Capluting Session




3.2 INTERFACE CONFIGURATION#Z OB &

Capture > Interface ConfigurationfF& LRt TiEERE . BRAIITIRERE
BHfER, EEREOEE, B/ Mg

Port Controlizs ¥4

WRIOTAHEABER, MRREEHHEE, 'In-Line mode' 2BIAED ('
Span Mode'Ei&ERAIE), BT AIE Span Mode'E1%HE, I0TATTLUEE A
SPANIET ,

i IREFTATUEXNREE, 8FKOAFKOB,

[« B - |

a

v Save D Restore Forts Detaults

Port Statusis [TIXZS
IALSEIH—E?IE'{#\'TI%D A *D B E/jﬂ\i_ﬂﬁz{)\'f:i:'ik/b\ﬁﬂﬁﬂi'lk/u\ﬁﬁ*ﬁ%”’_o



Capture FeaturestE LB

B ZIsI-R o LA E LA M HIRIRE

®

oJ DUE IS @i E) BUH 4055648 X S AESR 5 FRIZE TN EE,

Transmit CRC Errors
Keep CRC32

Packet Slicing (128 bytes)
Disable Port A

Disable Port B
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Firmware B

MTR B RERE—PEERA, RERT "Flash Firmware "#&H, BITIxEH
HITRIFHT,

3.3 AUTONOMOUS CAPTUREE E# %

AT ERBEAARTHATEEITNEZRIHBHMEPEFRE, HILUET
B THIERSTART/STOPR RS EIOTAR B EMHIKINEE.

O~ -0
START: FH&RHK, I0TA BEBRIEHIDNSILE,

STOP: {z1L#Hik

FACTORY RESET: WiFFIOTAREIR, KILSTART/STOPRAARBHERSFIIE
B, EINERBIRFRR20%, SLEDXTNEZER, FACTORY RESETSEM.
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RESET: {#ZSTART/STOPIRFAMRIF20%, SLEDFHREH, RESETRM., XK
BEFHNNEZSH,

SHUTDOWN: #Z{E10%, IREXEXN., XEFEILMRFAEHABHEE, NS
HIRRIE,

AR EEESITHNMEDEEIOTAZE, BHRTE
'Interface Configuration' N BT EHNEE,

>
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3.4 DATA VAULT

Captured Files#EHE

SfnZIData Vault > Captured Files & MIBRIFEIEPCAP-NGX 4, EHRE—Pgg
M, AERTE' Downlood #&H TEEMENX AR . zipX 4, 8T Delete’
RHEMBREA],

O oelete | EDawnload | Refresh List

Import a PCAP-NG (£APCAP-NG)

S APCAP-NGE{PCAPX AR IOTATI LUEIE ' Select a file'iRHH, w4,
AIE R 'Start Analysis'#&H, LEE, BNEENKNESEEIRE N 4898
SBE , DHBREFR ERIERNEEE,

Q Select a file

Start Analysis




3.5 DATA MANAGEMENTE #5 E 2

Disk Usage

SfnZIData Management > Capture Machine3kS#ZFERBEROEIA, &
BRHEA/NIT B ERE,

'883 GB

690 GB - Encugh disk space

27%

—MFIMER BR—RENERE—THRNIBERERZENE, ANEEHFEH
TBEETIHE, BABRKRNRSIFESURZEEXIRE:

o REEEDSWNHE=EOAN, FREFLHIIEHIR,

o REEEMONNHE=E BN, FREFIREEERS. WRBEEET,

WRFRNHEEZZ=EDLTFI10%, R3IBELE,
Schedule a CleanupZHEEHE

HIRREEE oJEData Management > Capture Machine > Schedule a
Cleanup®fER ., B3+ € BE B RHEIR SRR S R EER IR

Save Cleanup Event
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Manual Disk CleanupFatd#EHE

IS LA T EI o] AF B B IR IR R RS
o Selective cleanup based on time

o Selective cleanup based on index

e Cleanup index or PCAP files or both

Cleanup Index Cleanup PCAPNG Wipe Capture Folder
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akiri=1=]

4.1 DASHBOARD OVERVIEWIX Z &2 45

FEREIEIR

i 18] 5E Bl B TR

IERE X

BRI

PCAPX 4T %

A IR eS0T BT HY R E S M
NERERE

W ® NN AN N
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4.2 BASIC NAVIGATIONEZ S

Main dashboard selection menuZENZLEEITFEE

ZRBRRFIAURNOMERE, ERRIRAIFFREE, SEENEN
HERmEl, EEHRNEMNEMSGHE,

» ER: NEZXRBIHRNURRSEE SRR D E X8 E)EEES
NEEEMNERTIEEsE. BEERENEEENTESRENRNEMNE
wRPSHL, 1BA'Goto >>"UER S,

DNS

Explore

Flow

Home Dashboard
Hosls

HTTP Return Code
Performance Overview
Server Latency

TCP Troubleshoot

User Experience - Application Latency
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Time range selection B ElEEEL

HESEENEMRH RN REIRE,

Last 2 days
Last 7 days
Last 30 days
Last 90 days
Last 6 months
Last 1 year
Last 2 years

Last 5 years

Yesterday

Day before yesterday
This day last week
Previous week
Previous month

Previous year

Today

Today so far

This week

This week so far
This month

This month so far
This year

This year so far

Last 5 minutes
Last 15 minutes
Last 30 minutes
Last 1 hour
Last 3 hours
Last 6 hours

Last 12 hours
Last 24 hours




Filtering traffici iERE

ERIRSUUFHEN, BEREFiltertE (£LFH) BZBN+ER, &#F
EENE ,Maﬁ*?éﬂlﬁo

10.0.0.10

200 MB 10.13.41.195
150 MB 172.28.190.238
100 MB 192.168.1.1

50 MB 192.168.1.103

08 .

15:49:30 ! 192.168.1.104
192.168.1.105
192.168.1.107

192.168.1.108

150 K

1008 192.168.1.109

50K | 192.168.1.110
Lol g9 1681111

&, EIERD, Tlx‘,{ﬁﬁﬁﬂiﬁlk’%ﬁlﬁ (BETIREs) W-MKRE
fr (MpRITIEES) > iEEs,

DU B R M R Es R H%ERR --remove filter--'SRMI BRI 5828

10.0.0.10 +

- remove filter -
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GraphsBZ

REFEA IR ENNETE,

£ CTRL/CMD + BAREZNRE B AINER,

data leak

Save Cancel
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4.3 PCAPX{* T %

FEREAGEEIRG LAR 'Get Pcapng'#zHl FEPCAPNG
A,

TEHIPCAPI 9B BB B 5 B 8] 161 25 3 B ik R A9 i
BEE—,

AT S et E AT T EHAIPCAPNG I 44
o [P address
e MAC address

e VLANID
e Protocol
e Port

IP_SRC = 192.168.1.1 AND  PROTOCOL_NAME

SORIERE TMACHEE, IPHEAESEIR O, M Rss=RE R IR B89t

TEPCAPX A EAM 77
1- Use the direct download link{&/H B # T 24t #
R ISR S B PCAPX4E R, REESR, W EsRIESIEESE,

Client IP Data -

192.168.1.1 Download PCAP  223.36 MB 89. bps 510.06 kbps

172.28.190.238 15.37 MB 361.52 kbps 2.31 Mbps

192.168.1.241 97.55 kB 44.54 kbps 54.72 kbps

192.168.1.242 82 67 kB 46.54 kbps 54.72 kbps
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2 - M2lIZF T /[FIEPCAP-NGX f#(Data Vault > Captured Files)

ARV ZipEE R T T E

W Delete & Download = & Refresh List

< itbigtec
N

SRR
SHERRBIRAT B
www.itbigtec.com W&EL2 5 R0
sales@itbigtec.com (T- 1353349 1674)

M EBXAZRAES0SEHPCIRHL E 6 S
T (+86)400-999-3848

SoE8: M| pkER | i | TN | B |
R 8% &8 | BX|HE

itbigtec.com
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