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& Interface Configuration

Available Interfaces
Capture Statistics Device
SW Dropped Packets State

Capture Control
HW Dropped Packets 0 Port A
Interface Configuration
CRC Error Packets 3 Port B
Used Cache 0 Bytes Driver Version
Maximum Cache 100 MB SW Firmware Version
Bytes Written 6.6 GB HW Firmware Version
Files Written 190 CMD Utility Version

Time 07/03/2023 19:25:53 API Version

Port Control Port Status Capture Features Firmware

. « Save

https://192.168.178.30/afprofitap-iota-capture-app/interface-config

[

K4
D) Capture

@} Capturs Control

Capture
Gapture Control Capture Interfaces
Interface Configuration BIOTA1G - e8:eb-15:38:00:4e

State: idie Bytes Written: 1 Files Written:
SW Dropped Packets: HW Dropped Packets:
CRC Error Packets: Used Cache:

Traffic Flow Analysis

Sute O Unsubscribe Analyzer Queue:

Bandwidth Analysis
State: Analyzer Queue: 0files

Capture Files Export

State: © Subscribe Exporting Queue:
Protocol Last Error:
Destination Host:

Authentication:

Error Policy:

. O start Capture ©O Stop Capture

https://192.168.178.30/a/profitap-iota-capture-app/capture-control




88 Overview
@  Fiter  APPLICATION P_sRC 19216817826 o P . @ max641GB ki = Navigate

Flow Diagram Total bit/s (average 5m interval)

140 Mb/s

2,
20

&, obss -
7%8.56,35 o 5 1415 1430 1445 1500 1515 1530 1545 1600 5 1630 1715 1800 1815 1830 1845 1900 1915 1930 1945 2000

181076163
521008885 New Flow/s (average 5m interval)
s 28
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List of Flows

1 178.26 4099.157.18 e Office 365

1PvA TCP SSL 192.168.178.26 23.36.163.230 c Office 365 ] 82ms
IPv4 TCP SSL. 192.168.178.26 52. 4.132 G offi 3 117 min
IPvA TCP SSL 192.168.178.26 52109886 Office 365 3 2.05min

1Pv4 TCP SSL 192.168.178.26 40.99.150.146 Office 365 3 186 ms

BT Office 36578501443 (HTTPS)
5 )4 E) TCPA T EIR.

SIITCPIES

, EIEATPRER

)" S 3K

FETCPA TN ERD, M SRR T THE
22"52 111.232. 1" F0ARSS 28 M1 "messaging.engagement.office.com”# LSRR LN ||t || =TT

i)

B EYsRIE(E, Analysis Sessions

Application Overview
Bandwidth
DNS Overview
HTTP Overview
Local Assets
Microburst
Modbus Overview
Overview
SSL/TLS Overview
./ \_ TCP Analysis
19:00 19 VolP

TODANAE
ITCPAK



88 TCP Analysis ¥ &
@ Fiter APPLIGATION - Officed65 AND IP.SRG 19216817826 + OR OR + TCPAnaysis  All - D max641GB k4 = Navigate

TCP flows overview
Download  Inspect Client [P Server|P Server IP Country Server hostname  Client port  Server por Payload
L] e 192.168.178.2¢ 52111.232.11 messaging.engagement offic. 52341 8.44K8 1.28 min
o 52100.886 nexusrules.officeapps live.com 52327 89.3k8 2,05 min Complete 3-way, Data, RST
192.168.178.26 521112096 52954 41.0k8 2.92 min Complete 3-way, Data, FIN
192.168.178.26 52109.76.0 mrodevicemgrofficeapps live 52822 7.96 kB Complete 3-way, Data, FIN
192.168.178.26 52100.76.0 mrodevicemarofficeapps live s 7.66 kB FIN
192.168.178.26 52.109.88.85 ocws.officeapps live.com s 16ks Complete 3-way, Data, RST
192.168.178.26 52.100.88.193 odc.officeapps live.com 3 8.00kB Complete 3-way, Data, RST
192.168.178.26 40.99.150.146 567c89¢2a572486296645539. 6.99kB Complet

192.168.178.26 13.107.9.171 waconafd.officeapps.live.com Complete

192.168.178.26 52.109.28.107 roaming.officeapps.live.com Complet

TCP - Events (1
> Bandwidth
~ Latency

TCP latency (per 20s interval)

s00ms Min
mingRTT) 126ms 132ms 19.0ms
avg(RTT) 125ms 192ms 288ms
max(RTT) 126ms 453ms 539me
POS(RTT) 125ms 425ms 49.0ms

300ms Cancurrent flows 1 100 145

200ms

BRI T 5 ST RARFHE

F/T7O0UNML

= BT TCPHR Sk iR/ D& I 45 pild IHEZ= o AT RNE

v Bandwidth

TCP Bandwidth (average 10s interval)

Min Max Mean
= Upload 347kb/s 769Kb/s 121 kb/s

80 Mb/s == Download 283kb/s B25Mb/s 7.04Mb/s

19:10 19:15

TCP Bandwidth per application (Top 10 per 15s average interval)

Max

T Total 82.4 Mb/s
Office 365 81.9 Mb,

o Windows Store 66.1 Mb/s
GitHub 11.4 Mb/s

ssL 537 Mb/s
40 Mb/s
Microsoft PowerpPoint 335Mb/s

0S update 1.66 Mb/s
20 Mb/s
Microsoft Outlook 1.57 Mb/s

= Amazon Cloud 983 kb/s
Ob/s
== Microsoft Services 365 kb/s




88 Flow Details v &
B osoks 4 O = Navigate

Flow Detail Packats Structure

1Pv4 TESV1.2 L7

ETHERNET TT
08:5B:D6:E6:3E:94 | 192.168.178.26 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA3S4  Business

Client server

08:58:D6:E6:3E:94 A 00:09:2F: 74170162
00:09:4F:7A:70:62  52.111.232.11 nmessaging.engagement.office.com office 365

192.168.178.26 ® 52.111.232.11
52341 Port a3
7¢P Connection

Packets Activity (average 15 nterval)

1856:05 18:5670 1 5 185830 18:5835 185840 185845 185850 18:5655 1BS900 185905 185910 185915 18:59:20

Flow Detail

Protocol : IPv4 TCP SSL
Flow Duration: 1 min 16 §

Client-Server Bandwidth (avg): 42 B/s
Server-Client Bandwidth (avg): 89 B/s

Payload Bytes (total): 8.4 KB

Initial Round Trip Time (RTT): 230 ms
Server Latency (min): 228 ms

rver Latency (avg):
Server Latency (max):
Total Transaction Time (TTT) (min): 237 ms
Total Transaction Time (TTT) (avg): 329 ms
Total Transaction Time (TTT) (max): 420 ms

v Bandwidth

Host Bandwidth (average 1 interval)

BT, RIBTCPOITERPIRTTHIE —ERESSEAEENNEEORES
';LPHW:\L%FITBWZJU‘& R Tukwﬁ SMicrosoftM4E b 89 RSS20 0
M, IR¥EFlow DetaiERTHER, BTFR f*EE; REIRTTAS

g5t SEMRAmET,

ShR ERIFES. BREITH

NEAESER, XEEAH

£, AT IHEIXE,

ikt ATREE+E

(S7E BEAnIPHE

88 TCP Analysis ¥ ¢
APPLICATION Office 365 PSRC - 19216817826 + B [max3491MIBl 4 = Navigate

TCP flows overview
Filter Duration

192.168.178.26 52.111.232.11 1.28 min

1.17 min

192.168.178.26 52.113.194.132
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- TCP - Retransmission

Retransmission (per 1s interval)

18:59:05

18:59.30

o=

FR BT LU —S I8 RN AR FISTEIE, FEUAERRS, TTLURETTE I

BIMicrosoft Teams, HEABHEERD R~H BER,

BIA0F 7

an

Fiow type by Peyload size (Top 40) Bendwidth pe spplication (Top 10 per 15

[

w8920

Applieation overview

Latency

. q:_l }i,’_ﬁ ‘E—J ,LA"/’)\pLT»H

IR F— ol e [RE o] 822 TCP Zero Windows,
wfERH, ENABRERITANRE BITCP/IPHERE 7 . B, TCP/IPHREGIES
I»;Ze WindowsBI A IE 5 71 MR 5, BATeILAR M2 ZRLAZGE/NZero Window B EHSEE
SEO'Ed, BAITUERIXLESE R AENEE,




- Zero Windowing

Zero Windowing packets (per 10s interval)

—ZW events

N

7R 2 RIX T Zero Window B S,

N T EAENEETLRE TEPCAPNG,

{8 F Wireshark 4 89 B 7~ 28 "tep.analysis.zero window”,

Download this flow : Client IP Server IP  Server IP Country

192.168.178.26 142.250.185.196 us
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2xRJ45
1TB SSD
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PPS timing ports
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